Resources

Cyber Incidents Exercise
Resources:

Watch CSDSIP’s Cyber Deception and Data Protection training here.

The K-12 Cybersecurity Resource Center

REMS Cyber Security Considerations for K-12 and School Districts

CoSN Cyber Security Tools and Resources

NIST Standards, Guideline & Best Practices

Stop Ransomware

The list below outlines the government organizations that you can file a complaint with if you are a
victim of cybercrime.

o US-CERT.gov
Report computer or network vulnerabilities to US-CERT via the hotline: 1-888-282-0870 or
WWW.us-cert.gov.

e IC3.gov
File a complaint with the Internet Crime Compliant Center (IC3), a partnership between the
Federal Bureau of Investigation (FBI) and the National White Collar Crime Center (NW3C), at
www.IC3.gov.

e FTC.gov
If you think your computer or mobile device has been infected with malware, report it to
the Federal Trade Commission at www.ftc.gov/complaint.

e SSA.gov
If you believe someone is using your Social Security number, contact the Social Security
Administration’s (SSA) fraud hotline at 1-800-269-0271. For additional resources, visit the
SSA at http://oig.ssa.gov/report-fraud-waste-or-abuse.

Conclusion: Cybercrimes can be devastating to any district and recovery can be difficult. Having an
effective plan in place can drastically change the outcome of a situation. Please reach out to CSDSIP to
talk through this tabletop exercise or to answer any questions that may arise out of the completing this
exercise.

Join us next time for another tabletop exercise.


https://www.csdsip.org/data
https://k12cybersecure.com/
https://rems.ed.gov/docs/Cybersecurity_K-12_Fact_Sheet_508C.PDF
https://www.cosn.org/cybersecurity
https://www.nist.gov/cyberframework
https://www.cisa.gov/stopransomware
http://www.us-cert.gov/
http://www.ic3.gov/
http://www.ftc.gov/complaint
http://oig.ssa.gov/report-fraud-waste-or-abuse

